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Bioinformatician Bioinformatician

strong biological knowledge sufficient biological background

provides hypothesis and / or dataset provides statistical, analysis methods

sufficient statistical and 
computational expertise to correctly 

use bioinformatics tools & develop 
workflows (scripting ...)

sufficient biological or medical 
background to understand problems 

presented and identify pitfalls and hidden 
biases arising from data generation

expert user of informatics tools developer of informatics tools

may get a Nobel may get rich

Bioinformatics & Bioinformaticians are ...



Bioinformatician Bioinformatician

strong biological knowledge sufficient biological background

provides hypothesis and / or dataset provides statistical, analysis methods

sufficient statistical and 
computational expertise to correctly 

use bioinformatics tools & develop 
workflows (scripting ...)

sufficient biological or medical 
background to understand problems 

presented and identify pitfalls and hidden 
biases arising from data generation

expert user of informatics tools developer of informatics tools

may get a Nobel may get rich

flux

Bioinformatics & Bioinformaticians are ...



Randall Munroe - XKCD 
https://xkcd.com/1319/
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Theoretical Cytogenetics and Oncogenomics 
Research | Methods | Standards

Genomic Imbalances in Cancer - Copy Number Variations (CNV)

• Point mutations (insertions, deletions, substitutions)

• Chromosomal rearrangements

• Regional Copy Number Alterations (losses, gains)

• Epigenetic changes (e.g. DNA methylation 
abnormalities)

MYCN amplification in neuroblastoma 
(GSM314026,  SJNB8_N cell line)2-event, homozygous deletion in a Glioblastoma



Cancer Genomics Reference Resource

• open resource for oncogenomic profiles


• over 116'000 cancer CNV profiles


• more than 800 diagnostic types 
• inclusion of reference datasets (e.g. TCGA)

• standardized encodings (e.g. NCIt, ICD-O 3)

• identifier mapping for PMID, GEO, Cellosaurus, 

TCGA, cBioPortal where appropriate

• core clinical data (TNM, sex, survival ...)

• data mapping services

• recent addition of SNV data for some series

progenetix.org
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Cancer Genomics Reference Resource
• starting from >5000 cell line CNV 

profiles

‣ 5754 samples | 2163 cell lines

‣ 256 different NCIT codes


• genomic mapping of annotated 
variants and additional data from 
several resources (ClinVar, CCLE, 
Cellosaurus...)

‣ 16178 cell lines

‣ 400 different NCIT codes


• query and data delivery through 
Beacon v2 API


➡ integration in data federation 
approaches

Cancer Cell Lines

cancercelllines.org
Lead: Rahel Paloots

https://www.biorxiv.org/content/10.1101/2023.12.12.571281v1
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Higher level of 
CNV coverage 
of the genomes 
of cancer cell 
lines compared 
to their origins

Fold changes between 
genome CNV 

coverages of cell lines 
and tumors
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pgxbs-kftvjjmk, progenetix
pgxbs-kftvjjmv, progenetix
pgxbs-kftvjjmn, progenetix
pgxbs-kftvjjn0, progenetix
pgxbs-kftvgjf1, progenetix

pgxbs-kftvkmw0, cancercelllines
pgxbs-kftvkmw1, cancercelllines

pgxbs-kftvkwo9, progenetix
pgxbs-kftvl3vs, progenetix
pgxbs-kftvla5k, progenetix

pgxbs-kftvkmue, cancercelllines
pgxbs-kftvkmug, cancercelllines

pgxbs-kftvgix2, progenetix
pgxbs-kftvkwah, progenetix
pgxbs-kftvkwdm, progenetix
pgxbs-kftvgiwe, progenetix
pgxbs-kftvgnqz, progenetix
pgxbs-kftvgjcx, progenetix
pgxbs-kftvgjf0, progenetix

pgxbs-kftvkwc2, progenetix
pgxbs-kftvkwlq, progenetix
pgxbs-kftvgjdv, progenetix
pgxbs-kftvl1d6, progenetix
pgxbs-kftvgjr6, progenetix

pgxbs-kftvksxi, cancercelllines
pgxbs-kftvj3t4, cancercelllines

pgxbs-kftvksec, cancercelllines
pgxbs-kftvgjsg, progenetix
pgxbs-kftvl1aa, progenetix
pgxbs-kftvgjd5, progenetix
pgxbs-kftvl59w, progenetix
pgxbs-kftvkwtt, progenetix

pgxbs-kftvl4m7, progenetix

• Lung Small Cell 
Carcinoma Subpopulation


• Cell Lines:


• CVCL_1140: COR-
L279


• CVCL_1455: NCI-
H1105


• CVCL_1527: NCI-
H2107
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Tumor subpopulations can be matched 
with highly similar cell lines
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Amelanotic Melanoma
NCIT:C3802 (43 samples)

25%

25%

50%

50%

75%

75%

MDA-MB-435
CVCL_0417 (21 samples)

25%

25%

50%

50%

75%

75%

Breast Ductal Carcinoma
NCIT:C4017 (10097 samples)

25%

25%
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50%

75%

75%

MCF-7
CVCL_0031 (57 samples)

25%

25%
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Tumor subpopulations can be matched 
with highly similar cell lines?!
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CNV profiles heterogeneity vs cancer classification
Correspondance of genomic profiles to NCIT cancer hierarchy
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Results
Entity CNV heterogeneity: Glioblastoma
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Rameen et al 2010 Nature

( low amplitude

e.g. single-copy 

changes )

( high amplitude )

MYCN amplification in 
neuroblastoma 
(GSM314026,  SJNB8_N cell line)

CNV Categorization 
different levels of CNV
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Segmentation

a step to split the 
chromosomes into regions of 
equal copy number that 
accounts for the noise in the 
data.

Genomic location

Signal from probes in microarray or from reads in NGS

Low-level dup

Low-level del High-level del

High-level dup

0

2

Lo
g 

R

GSM454017

1 3 5 7 9 11 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22

segment annotation for tumor copy number variation profiles
labelSeg
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2
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g 
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GSM454017

1 3 5 7 9 11 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22

threshold for calling 

threshold for calling 

Dup

Del

Lead: Hangjia Zhao



data: NCIT:C4536 (13 samples)
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Pituitary Gland Carcinoma

Segment data Labeled segment data QC report Problematic samples Adjusted

labelSeg Extract features Identification by features Calibration

Merged segment data

Merge segments

Probe data
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improve CNV calling in large numbers of heterogeneous cancer samples
Pipeline Development

Lead: Hangjia Zhao
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Beyond CNVs – Kay von Grünigen



Where does Genomic Data Come From?
Geographic bias in published cancer genome profiling studies

Map of the geographic distribution (by first author affiliation) of the 104'543 genomic array, 
36'766 chromosomal CGH and 15'409 whole genome/exome based cancer genome datasets. 
The numbers are derived from the 3'240 publications registered in the Progenetix database.





ga4gh.org

Organization

GA4GH 
Inc.



ga4gh.org

GA4GH Roadmap Development Process

2018 2019 2020 2021 2022 2023 2024

V1 ROADMAP

15 standards approved

GAP ANALYSIS V2 ROADMAP

Standards development

GAP ANALYSIS V3 ROADMAP

Standards development

8 in development Ongoing development work

Ongoing development work



ga4gh.org

Global Genomic Data Sharing Can...

Increase statistical 
significance of 

analyses

Advance 
precision 
medicine

Increase 
accurate 
diagnosis

Lead to 
“stronger” variant 

interpretations

Demonstrate 
patterns in health 

& disease



ga4gh.org

Different Approaches to Data Sharing

Centralized Genomic 
Knowledge Bases

Data Commons 
Trusted, controlled 

repository of multiple 
datasets

Hub and Spoke 
Common data elements, 
access, and usage rules

Linkage of distributed 
and disparate datasets
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Long term secure archive for human biomedical 
research sensitive data, with focus on reuse of 
the data for further research (or “broad and 
responsible use of genomic data”)

The EGA

Slide: adapted from Jordi Rambla@ GA4GH 2023

European 
Genome-
Phenome 
Archive 



The EGA
• EGA “owns” nothing; data controllers tell 

who is authorized to access their datasets 
• EGA admins provide smooth “all or 

nothing" data sharing process

4,328 Studies released 

10,470 Datasets 

2,309 Data Access Committees

Slide: adapted from Jordi Rambla@ GA4GH 2023

European 
Genome-
Phenome 
Archive 
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Different Approaches to Data Sharing

Centralized Genomic 
Knowledge Bases

Data Commons 
Trusted, controlled 

repository of multiple 
datasets

Hub and Spoke 
Common data elements, 
access, and usage rules

Linkage of distributed 
and disparate datasets

European 
Genome-
Phenome 
Archive 



Swiss Personalized Health Network I Dr Katrin Crameri

The Swiss Personalized Health Network 

October 2023 34

SPHN Data Coordination Center (DCC) 
BioMedIT Network

Personalized Health  
Informatics Group



ga4gh.org

Different Approaches to Data Sharing

Centralized Genomic 
Knowledge Bases

Data Commons 
Trusted, controlled 

repository of multiple 
datasets

Hub and Spoke 
Common data elements, 
access, and usage rules

Linkage of distributed 
and disparate datasets

European 
Genome-
Phenome 
Archive 

Federation





GA4GH API promotes sharing  

G



ga4gh.org

A New Paradigm for Data Sharing

Data Copying Data Visiting

FROM TO



ga4gh.org

A New Paradigm for Data Sharing

Data Copying Data Visiting

FROM TO

STANDARDS



ga4gh.org



ga4gh.org

Overview of GA4GH standards and frameworks
Approved Ongoing
In DevelopmentClin/Pheno Data Capture

Cloud

Discovery

Data Security

Data Use & Researcher Identity

Genomic Knowledge Standards

Large Scale Genomics

Regulatory & Ethics

Phenopackets Pedigree 
Representation

Workflow Execution 
Service 

Data Repository 
Service 

Cloud Testbed 
Interoperability

Task Execution 
Service

Tool Registry 
Service

Data 
Connect Beacon Service Info

Cloud Security 
& Privacy

Authentication & 
Authorization 
Infrastructure

Data Use Ontology GA4GH Passports

Variation 
Annotation

Variation 
Representation

htsget API refget API rnaget APICrypt4GHSAM/BAM/ 
CRAM VCF

GDPR 
Forum

Consent 
Toolkit

Data Security 
Infrastructure Policy

Framework for 
responsible data 
sharing 

20+ other policy 
tools/frameworks

Service Registry

Risk 
Assessment

Bad Actors in Research 
Environments

Machine Readable 
Consent Guidance

BED File 
Format

Cohort 
Representation

Sequence 
Annotation

Public Attitudes for 
genomic policy

Data Access Committee 
Review Standards Toolkit

Genetic 
Discrimination 
Toolkit



ga4gh.org

Phenopackets v2

Phenopackets is a standard schema for sharing phenotypic information. 

Approved: June 24, 2021

Example Users Genes Phenotypes

VCF PXFGFF

NE
W

BED



ga4gh.org

VCF/BCF

The Variant Call Format (VCF) specifies the format of a text file used in bioinformatics 
for storing gene sequence variations. The Binary Call Format (BCF) is the Binary 
equivalent, smaller and more efficient to process.

Example  
Users

Software Libraries: htslib | htsjdk 

Tools: Samtools | BCFtools 

Databases: European Variation Archive (EVA) | dbGAP | dbSNP | 1000 Genomes Projects / IGSR 

Genome Browsers: ENSEMBL | JBrowse | UCSC Genome Browser 

http://www.htslib.org/
https://samtools.github.io/htsjdk/
http://www.htslib.org/
https://samtools.github.io/bcftools/bcftools.html
https://www.ebi.ac.uk/eva/
https://www.ncbi.nlm.nih.gov/gap
https://www.ncbi.nlm.nih.gov/snp
http://www.internationalgenome.org/data-portal/sample
https://www.ensembl.org/
https://jbrowse.org/
https://genome.ucsc.edu/


ga4gh.org

CRAM

CRAM is a file format for storing compressed genomic data. To make files small and 
efficient, the algorithm compresses information by only storing the parts that are 
different from the reference human genome.

CRAM compresses data by only storing the difference.





The GA4GH Beacon Protocol
Federating Genomic Discoveries



17 : 7577121 G > A

A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



17 : 7577121 G > A

Have you seen this variant? 
It came up in my patient 
and we don't know if this is 
a common SNP or worth 
following up.

Here: The variant has 
been found in few 
resources, and those 
are from disease 
specific collections.

A Beacon network federates 
genome variant queries 
across databases that 

support the Beacon API



Global Alliance “Beacon” - Jim Ostell, NCBI, March 7, 2014 
Introduction
… I proposed a challenge application for all those wishing to seriously engage in international data sharing for human genomics. … 
1. Provide a public web service 
2. Which accepts a query of the form “Do you have any genomes with an “A” at position 100,735 on chromosome 3?” 
3. And responds with one of “Yes” or “No” … 
“Beacon” because … people have been scanning the universe of human research for signs of willing participants in far reaching data sharing, but … it 
has remained a dark and quiet place. The hope of this challenge is to 1) trigger the issues blocking groups … in way that isn’t masked by the … 
complexities of the science, fully functional interfaces, and real issues of privacy, and to 2) in short order … see real beacons of measurable signal … 
from at least some sites … Once your “GABeacon” is shining, you can start to take the next steps to add functionality to it, and finding the other groups 
… following their GABeacons. 

Utility
Some have argued that this simple example is not “useful” so nobody would build it. Of course it is not the first priority for this application to be 
scientifically useful. …intended to provide a low bar for the first step of real … engagement. … there is some utility in …locating a rare allele in your 
data, … not zero. 
A number of more useful first versions have been suggested. 
1. Provide frequencies of all alleles at that point 
2. Ask for all alleles seen in a gene region (and more elaborate versions of this) 
3. Other more complicated queries 

Implementation
1. Specifying the chromosome … The interface needs to specify the accession.version of a chromosome, or build number… 
2. Return values … right to refuse to answer without it being an error … DOS attack … or because …especially sensitive… 
3. Real time response … Some sites suggest that it would be necessary to have a “phone home” response …

"I would personally recommend all those be held for 
version 2, when the beacon becomes a service." 

Jim Ostell, 2014}



Beacon v2

IndividualsBiosamples

Runs

Analyses

Genomic Variations

Datasets

Cohorts

Beacon 
Framework 
(protocol)

Beacon Model

docs.genomebeacons.org 

http://docs.genomebeacons.org


ga4gh.org

Beacon API v2

The Beacon API can be implemented as a web-accessible service that users may query for 
information about a specific allele.  

Approved: April 21, 2022

Example Users



CDKN2A:DEL 
size<1Mb 

granularity:record 
ncit:C3058 
DUO:0000004 
HP:0003621

Can you provide data 
about focal deletions in 

CDKN2A in Glioblastomas 
from juvenile patients with 

unrestricted access?

The Beacon API v2 
represents a simple but 

powerful genomics 
API for federated data 
discovery and retrieval 

Beacon v2 API



Progenetix and GA4GH Beacon
Implementation driven development of a GA4GH standard

progenet x



2014

2015

2016

2017

2018

2019

2020

2021

2022

Beacon v1 Development Beacon v2 Development Related ...

GA4GH founding event; Jim Ostell proposes Beacon concept including "more features ... version 2"

• Beacon hackathon Stockholm; settling on "filters"

• Barcelona goes Zurich developers meeting

• Beacon API v2 Kick off 

• adopting "handover" concept

• Beacon v0.3 release

• work on queries for structural variants (brackets for fuzzy 

start and end parameters...)

• Beacon v0.4 release in January; feature release for 
GA4GH approval process


• GA4GH Beacon v1 approved at Oct plenary
• new Beacon website (March)

• further changes esp. in default model, aligning with 
Phenopackets and VRS


• unified beacon-v2 code & docs repository

• Beacon v2 approved at Apr GA4GH Connect

• docs.genomebeacons.org

• framework + models concept implemented

• range and bracket queries, variant length parameters

• starting of GA4GH review process

• Beacon publication at Nature 
Biotechnology

• "Scouts" teams working on different aspects - filters, 
genomic variants, compliance ...


• discussions w/ clinical stakeholders

• ELIXIR Beacon Network

• Beacon+ concept implemented on progenetix.org

• concepts from GA4GH Metadata (ontologies…)

• entity-scoped query parameters ("individual.age")

• GA4GH re-structuring 
(workstreams...)


• Beacon part of Discovery WS
• Beacon+ demos "handover" concept

• ELIXIR starts Beacon project support• beacon-network.org aggregator created by DNAstack

• OpenAPI implementation

• integrating CNV parameters (e.g. "startMin, statMax")

• Phenopackets v2 approved



Implementation driven standards development

• Progenetix Beacon+ has served as 
implementation driver since 2016


• prototyping of advanced Beacon 
features such as


➡ structural variant queries 

➡ data handovers 

➡ Phenopackets integration

Progenetix & Beacon
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Implementation of Current Options

• (so far) the Beacon model does not 
define explicit query types 

• disambiguation of parameters is left to 
implementers 

• implicit query types: 
➡ allele/sequence query 
➡ range query, w/ or w/o additional 

parameters 
➡ bracket query (e.g. sized CNVs) 
➡ aminoacid, HGVS, gene

Beacon Queries

beaconplus.progenetix.org



Range ("anything goes") Request

• defined through the use of 1 start, 1 end 
• any variant... but can be limited by type etc.

Beacon Queries



Bracket ("CNV") Query

• defined through the use of 2 start, 2 end 
• any contiguous variant...

Beacon Queries



Progenetix Stack

variants analyses biosamples individuals collations geolocs genespans publications qBuffer

• collations contain pre-computed data (e.g. 
CNV frequencies, statistics) and information 
for all grouping entity instances and 
correspond to filter values

‣ PMID:10027410, NCIT:C3222, pgx:cohort-

TCGA, pgx:icdom-94703…


• querybuffer stores id values of all entities 
matched by a query and provides the 
corresponding access handle for handover 
generation 

• JavaScript front-end is populated for query 
results using asynchronous access to multiple 
handover objects

‣ biosamples and variants tables, CNV histogram, 

UCSC .bed loader, .pgxseg variant downloads…


• the complete middleware / CGI stack is 
provided through the bycon package

‣ schemas, query stack, data transformation (e.g. 

Phenopackets generation)…


• data collections mostly correspond to the 
main Beacon default model entities

‣ no separate runs collection; integrated w/ 

analyses


‣ variants are stored per observation instance

progenet x

Entity collections Utility collections



bycon.progenetix.org 
github.com/progenetix/bycon/

bycon.progenetix.org 
github.com/progenetix/bycon/

beaconplus.progenetix.org 
.../progenetix/beaconplus-web/



GitHub: https://github.com/progenetix/pgxRpi Bioconductor 

An interface API for analyzing Progenetix CNV data in R using the Beacon+ API
pgxRpi



What Can You Do?
• implement procedures and standards 

supporting data discovery (FAIR 
principles) and federation 
approaches


• forward looking consent and data 
protection models adhering to ORD 
principles ("as secure as necessary, 
as open as possible")


• support and/or get involved with 
international data standards efforts 
and projects


➡ Collaborate!

CDKN2A:DEL 
size<1Mb 

granularity:record 
ncit:C3058 
DUO:0000004 
HP:0003621
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The Beacon team through the ages

Michael Baudis 
Rahel Paloots 
Hangjia Zhao 
Ziying Yang 
Bo Gao 
Qingyao Huang

Tony Brookes 
Tim Beck  
Colin Veal 
Tom Shorter

Juha Törnroos 
Teemu Kataja 
Ilkka Lappalainen 
Dylan Spalding

Joaquin Dopazo 
Javier Pérez 
J.L. Fernández 
Gema Roldan

David Salgado 

Laura Furlong 
Janet Piñero 

Serena Scollen  
Gary Saunders 
Giselle Kerry 
David Lloyd

Nicola Mulder 
Mamana 
Mbiyavanga 
Ziyaad Parker

David 
Torrents

Thomas Keane 
Melanie Courtot 
Jonathan Dursi

Marc Fiume 
Miro Cupak

Melissa Cline

GA4GH Phenopackets  
Peter Robinson 
Jules Jacobsen

GA4GH VRS 
Alex Wagner 
Reece Hart

Beacon PRC 
Alex Wagner 
Jonathan Dursi 
Mamana Mbiyavanga 

Alice Mann 
Neerjah SkantharajahAugusto Rendon 

Ignacio Medina 
Javier López 
Jacobo Coll 
Antonio Rueda

Salvador Capella 
Dmitry Repchevski 
JM Fernández

Dean Hartley

Sergi Beltran 
Carles Hernandez

Jordi Rambla 
Arcadi Navarro 
Roberto Ariosa 
Manuel Rueda 
Lauren Fromont 
Mauricio Moldes 
Claudia Vasallo 
Babita Singh 
Sabela de la Torre 
Marta Ferri 
Fred Haziza 

Diana Lemos

Stephane Dyke

Toshiaki 
Katayama

Heidi Rehm 
Ben Hutton



https://cnvar.org/

ELIXIR hCNV Community



www.elixir-europe.org

ELIXIR hCNV Community



EFO Beacon VCF SO GA4GH VRS1.3

EFO:0030070  
copy number gain DUP or EFO:0030070 DUP


SVCLAIM=D
SO:0001742 
copy_number_gain

EFO:0030070  
gain

EFO:0030071  
low-level copy number gain DUP or EFO:0030071 DUP


SVCLAIM=D
SO:0001742 
copy_number_gain

EFO:0030071  
low-level gain

EFO:0030072  
high-level copy number gain DUP or EFO:0030072 DUP


SVCLAIM=D
SO:0001742 

copy_number_gain

EFO:0030072  
high-level gain

EFO:0030073 

focal genome amplification DUP or EFO:0030073 DUP


SVCLAIM=D
SO:0001742 
copy_number_gain

EFO:0030072  
high-level gain

EFO:0030067  
copy number loss DEL or EFO:0030067 DEL


SVCLAIM=D
SO:0001743 
copy_number_loss

EFO:0030067  
loss

EFO:0030068  
low-level copy number loss DEL or EFO:0030068 DEL


SVCLAIM=D
SO:0001743 
copy_number_loss

EFO:0030068  
low-level loss

EFO:0020073  
high-level copy number loss DEL or EFO:0020073 DEL


SVCLAIM=D
SO:0001743 
copy_number_loss

EFO:0020073  
high-level loss

EFO:0030069  
complete genomic deletion

DEL or EFO:0030069
 DEL

SVCLAIM=D

SO:0001743 
copy_number_loss

EFO:0030069  
complete genomic loss

in computational (file/schema) formats
CNV Term Use Comparison

http://www.ebi.ac.uk/efo/EFO_0030072
http://www.sequenceontology.org/browser/current_release/term/SO:0001742


https://www.ga4gh.org/event/ga4gh-connect-2/



Genomic Data & Privacy
Risks & opportunities



A genetically inferior man assumes the 
identity of a superior one in order to 
pursue his lifelong dream of space travel.

• genetic determinism 
‣ main character has been determined to be 

unsuitable for complex jobs based on 
genetic analysis 

• genetic identification 
‣ the use of genetic sampling for personal 

identification is daily routine

Gattaca (1997)

With information from https://www.imdb.com/title/tt0119177/



17 : 7577121 G > A

A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



Genome Beacons 
Compromise 
Security? 
Querying for thousands of 
specific SNV occurrences in a 
genomic data pool can identify 
individuals in an anonymized 
genomic data collection



GENOMIC PRIVACY

IDENTIFICATION OF INDIVIDUALS FROM MIXED COLLECTIONS USING RARE ALLELES

▸ rare allelic variants can be used to identify an individual (or her relatives) in a genome 
collection without having access to individual datasets 

▸ however, such an approach requires previous knowledge about the individual's SNPs



Direct to Consumer DNA Analyses
Population Background, Family Trees, Traits & Disease Risks...



–William Gibson in "Johnny Mnemonic" (1986)

“We’re an information economy. They teach you that 
in school. What they don’t tell you is that it’s 

impossible to move, to live, to operate at any level 
without leaving traces, bits, seemingly meaningless 
fragments of personal information. Fragments that 

can be retrieved, amplified . . .” 



From DNA to "Wanted" Posters?

• association of genomic variants with 
phenotypic data collection 

• while hair, eye color are easy targets not 
useful for relevant phenotypic features 
especially if large environmental component 

• huge biases based on input/collection data 

• Belgium and Germany do not allow forensic 
DNA phenotyping 

• Switzerland: Bundesrat decision on 
2020-12-04 to allow phenotyping for law 
enforcement purposes

Phenotyping from DNA Paragon Nanolabs Inc.
The Snapshot DNA 

Phenotyping Service

https://snapshot.parabon-nanolabs.com/phenotyping

"When the New York Times ran an informal test of the Parabon system with one of its reporters, 
it failed badly." (ACLU.org)

http://www.nytimes.com/2015/02/24/science/dna-generated-faces.html


• Commercial, "Direct to Customer" DNA analyses 
are provided through independent sites and such 
affiliated to genealogy services (MyHeritage, 
Ancestry.com, 23andMe...) 

• Genealogy sites identify individuals with matching 
haplotype blocks & provide a prediction about 
degree of genetic relation 

• Law enforcement agencies (and who else?!) can 
send individual SNP profiles (e.g. recovered from 
evidence many years after a crime) using a Jane 
Doe identity, to identify relatives of the suspect - 
long range familial search

Long-Range Familial Searches

© Copyright 2018 Daily Journal, 1242 S Green St Tupelo, MS

The New York Times, April 26, 2018



But genotyping itself is for professional labs, right?



The MinION (Oxford Nanopore) 
Source: Sophie Zaaijer 

https://medium.com/neodotlife/nanopore-6443c81d76d3


Sophie Zaaijer, Assaf Gordon, Robert Piccone, Daniel Speyer, Yaniv Erlich, 2016 
ddf.teamerlich.org

DEMOCRATIZING DNA FINGERPRINTING

DNA sequencing for identification/fingerprinting soon 
“commodity” technology (in contrast with 
technological/data challenges in “precision medicine”)



SAFETY

PRIVACY SECURITY
ACCESS

BENEFIT

CONSENT

LAWSHACKERS

HEALTH

Health 
Insurance 
Portability and 
Accountability 
Act

Generalkonsent

Genetic 
Information 
Nondiscrimination 
Act 

CRYPTOGRAPHY

BLOCKCHAIN

Right to Research



• The Beacon concept - balanced 
approach for accessing genome variant 
data from internationally distributed 
resources


• However: Genome data has the inherent 
“risk” of being identified and linked to a 
person

Share YOUR Genome 
data?

Solutions from 
Technology or Society? 

Discourse!



It has now been confi



... Wired estimated that "at least a million data points from 
23andMe accounts" that were "exclusively about Ashkenazi 
Jews" and data points from "hundreds of thousands of users 
of Chinese descent" seemed to be exposed.
... prompting a spokesperson to confi


23andMe describes the DNA Relatives feature as ... 
"allowing you to fi
learn more about your family." By opting in, users hope to 
fiwillingly giving others access to 
information like their birth year, current location, and 
ancestors' names and birth locations. Users can opt out at 
any time ...
... about 5.5 million users, was hacked after opting in to 
automatically sharing information with DNA Relatives, 
including their "name, birth year, relationship labels, the 
percentage of DNA shared with relatives, ancestry 
reports, and self-reported location," TechCrunch reported. 
... about 1.4 million users, shared "Family Tree profi



https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics


It has now been confirmed that an additional 6.9 million 
23andMe users had ancestry data stolen after hackers 
accessed thousands of accounts by likely reusing previously 
leaked passwords.
... Wired estimated that "at least a million data points from 
23andMe accounts" that were "exclusively about Ashkenazi 
Jews" and data points from "hundreds of thousands of users 
of Chinese descent" seemed to be exposed.
... prompting a spokesperson to confirm that two groups of 
users who opted into the DNA Relatives feature had their 
personal data stolen.
23andMe describes the DNA Relatives feature as ... 
"allowing you to find and connect with genetic relatives and 
learn more about your family." By opting in, users hope to 
find lost family members by willingly giving others access to 
information like their birth year, current location, and 
ancestors' names and birth locations. Users can opt out at 
any time ...
... about 5.5 million users, was hacked after opting in to 
automatically sharing information with DNA Relatives, 
including their "name, birth year, relationship labels, the 
percentage of DNA shared with relatives, ancestry 
reports, and self-reported location," TechCrunch reported. 
... about 1.4 million users, shared "Family Tree profile 
information"  ... including display names, relationship labels, 
birth year, and self-reported location, TechCrunch reported.

https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics


It has now been confi



... Wired estimated that "at least a million data points from 
23andMe accounts" that were "exclusively about Ashkenazi 
Jews" and data points from "hundreds of thousands of users 
of Chinese descent" seemed to be exposed.
... prompting a spokesperson to confi


23andMe describes the DNA Relatives feature as ... 
"allowing you to fi
learn more about your family." By opting in, users hope to 
fiwillingly giving others access to 
information like their birth year, current location, and 
ancestors' names and birth locations. Users can opt out at 
any time ...
... about 5.5 million users, was hacked after opting in to 
automatically sharing information with DNA Relatives, 
including their "name, birth year, relationship labels, the 
percentage of DNA shared with relatives, ancestry 
reports, and self-reported location," TechCrunch reported. 
... about 1.4 million users, shared "Family Tree profi



https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics


ga4gh.org

Human Rights Foundation

86

“Everyone has the right to the protection of the 
moral and material interests resulting from any 
scientific, literary or artistic production of which 
he is the author.” 

“The Right to Science”

“Everyone has the right freely to participate in 
the cultural life of the community, to enjoy the 
arts and to share in scientific advancement 
and its benefits.”

Universal Declaration of Human Rights (1948)

27(1) 27(2) “The Right to Recognition”




