
Opening Cancer Genomics 
Deploying the GA4GH Beacon protocol

Michael Baudis @ ORD Cancer Care Zürich Project Workshop CDKN2A:DEL 
size<1Mb 

granularity:record 
ncit:C3058 
DUO:0000004 
HP:0003621



Department of Molecular Life Sciences

‣ Genome analyses (including transcriptome, 
metagenomics) are core technologies for 
Personalised HealthTM applications


‣ The unexpectedly large amount of sequence 
variants in human genomes - germline and 
somatic/cancer - requires huge analysis efforts 
and creation of reference repositories


‣ Standardized data formats and exchange 
protocols are needed to connect these 
resources throughout the world, for reciprocal, 
international data sharing and biocuration 
efforts


‣ Our work @ UZH:

‣ cancer genome repositories

‣ biocuration

‣ protocols & formats

Genome screening at the core of “Personalised Health”

The future of DNA sequencing. Eric D. Green, Edward M. Rubin  
& Maynard V. Olson. Nature; 11 October 2017 (News & Views)
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Geographic distribution of 104'543 genomic array, 36'766 chromosomal 
CGH and 15'409 whole genome/exome based cancer genome datasets



Theoretical Cytogenetics and Oncogenomics 
Research | Methods | Standards

Genomic Imbalances in Cancer - Copy Number Variations (CNV)

• Point mutations (insertions, deletions, substitutions)

• Chromosomal rearrangements

• Regional Copy Number Alterations (losses, gains)

• Epigenetic changes (e.g. DNA methylation 
abnormalities)

MYCN amplification in neuroblastoma 
(GSM314026,  SJNB8_N cell line)2-event, homozygous deletion in a Glioblastoma



Cancer Genomics Reference Resource

• open resource for oncogenomic profiles


• over 116'000 cancer CNV profiles


• more than 800 diagnostic types 
• inclusion of reference datasets (e.g. TCGA)

• standardized encodings (e.g. NCIt, ICD-O 3)

• identifier mapping for PMID, GEO, Cellosaurus, 

TCGA, cBioPortal where appropriate

• core clinical data (TNM, sex, survival ...)

• data mapping services

• recent addition of SNV data for some series

progenetix.org
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Cancer Genomics Reference Resource
• starting from >5000 cell line CNV 

profiles

‣ 5754 samples | 2163 cell lines

‣ 256 different NCIT codes


• genomic mapping of annotated 
variants and additional data from 
several resources (ClinVar, CCLE, 
Cellosaurus...)

‣ 16178 cell lines

‣ 400 different NCIT codes


• query and data delivery through 
Beacon v2 API


➡ integration in data federation 
approaches

Cancer Cell Lines

cancercelllines.org
Lead: Rahel Paloots

https://www.biorxiv.org/content/10.1101/2023.12.12.571281v1


Where Does Cancer Genomic Data Come From?
Geographic bias in published cancer genome profiling studies

Map of the geographic distribution (by first author affiliation) of the 104'543 genomic array, 
36'766 chromosomal CGH and 15'409 whole genome/exome based cancer genome datasets. 
The numbers are derived from the 3'240 publications registered in the Progenetix database.





ga4gh.org

Organization

GA4GH 
Inc.



ga4gh.org

Global Genomic Data Sharing Can...

Increase statistical 
significance of 

analyses

Advance 
precision 
medicine

Increase 
accurate 
diagnosis

Lead to 
“stronger” variant 

interpretations

Demonstrate 
patterns in health 

& disease
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Different Approaches to Data Sharing

Centralized Genomic 
Knowledge Bases

Data Commons 
Trusted, controlled 

repository of multiple 
datasets

Hub and Spoke 
Common data elements, 
access, and usage rules

Linkage of distributed 
and disparate datasets

European 
Genome-
Phenome 
Archive 
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Long term secure archive for human biomedical 
research sensitive data, with focus on reuse of 
the data for further research (or “broad and 
responsible use of genomic data”)

The EGA

Slide: adapted from Jordi Rambla@ GA4GH 2023

European 
Genome-
Phenome 
Archive 



The EGA
• EGA “owns” nothing; data controllers tell 

who is authorized to access their datasets 
• EGA admins provide smooth “all or 

nothing" data sharing process

4,328 Studies released 

10,470 Datasets 

2,309 Data Access Committees

Slide: adapted from Jordi Rambla@ GA4GH 2023

European 
Genome-
Phenome 
Archive 
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Swiss Personalized Health Network I Dr Katrin Crameri

The Swiss Personalized Health Network 

October 2023 18

SPHN Data Coordination Center (DCC) 
BioMedIT Network

Personalized Health  
Informatics Group
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Federation
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A New Paradigm for Data Sharing

Data Copying Data Visiting
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A New Paradigm for Data Sharing

Data Copying Data Visiting

FROM TO

STANDARDS



ga4gh.org
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Overview of GA4GH standards and frameworks
Approved Ongoing
In DevelopmentClin/Pheno Data Capture

Cloud

Discovery

Data Security

Data Use & Researcher Identity

Genomic Knowledge Standards

Large Scale Genomics

Regulatory & Ethics

Phenopackets Pedigree 
Representation

Workflow Execution 
Service 

Data Repository 
Service 

Cloud Testbed 
Interoperability

Task Execution 
Service

Tool Registry 
Service

Data 
Connect Beacon Service Info

Cloud Security 
& Privacy

Authentication & 
Authorization 
Infrastructure

Data Use Ontology GA4GH Passports

Variation 
Annotation

Variation 
Representation

htsget API refget API rnaget APICrypt4GHSAM/BAM/ 
CRAM VCF

GDPR 
Forum

Consent 
Toolkit

Data Security 
Infrastructure Policy

Framework for 
responsible data 
sharing 

20+ other policy 
tools/frameworks

Service Registry

Risk 
Assessment

Bad Actors in Research 
Environments

Machine Readable 
Consent Guidance

BED File 
Format

Cohort 
Representation

Sequence 
Annotation

Public Attitudes for 
genomic policy

Data Access Committee 
Review Standards Toolkit

Genetic 
Discrimination 
Toolkit





The GA4GH Beacon Protocol
Federating Genomic Discoveries



17 : 7577121 G > A

A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



Global Alliance “Beacon” - Jim Ostell, NCBI, March 7, 2014 
Introduction
… I proposed a challenge application for all those wishing to seriously engage in international data sharing for human genomics. … 
1. Provide a public web service 
2. Which accepts a query of the form “Do you have any genomes with an “A” at position 100,735 on chromosome 3?” 
3. And responds with one of “Yes” or “No” … 
“Beacon” because … people have been scanning the universe of human research for signs of willing participants in far reaching data sharing, but … it 
has remained a dark and quiet place. The hope of this challenge is to 1) trigger the issues blocking groups … in way that isn’t masked by the … 
complexities of the science, fully functional interfaces, and real issues of privacy, and to 2) in short order … see real beacons of measurable signal … 
from at least some sites … Once your “GABeacon” is shining, you can start to take the next steps to add functionality to it, and finding the other groups 
… following their GABeacons. 

Utility
Some have argued that this simple example is not “useful” so nobody would build it. Of course it is not the first priority for this application to be 
scientifically useful. …intended to provide a low bar for the first step of real … engagement. … there is some utility in …locating a rare allele in your 
data, … not zero. 
A number of more useful first versions have been suggested. 
1. Provide frequencies of all alleles at that point 
2. Ask for all alleles seen in a gene region (and more elaborate versions of this) 
3. Other more complicated queries 

Implementation
1. Specifying the chromosome … The interface needs to specify the accession.version of a chromosome, or build number… 
2. Return values … right to refuse to answer without it being an error … DOS attack … or because …especially sensitive… 
3. Real time response … Some sites suggest that it would be necessary to have a “phone home” response …

"I would personally recommend all those be held for 
version 2, when the beacon becomes a service." 

Jim Ostell, 2014}



17 : 7577121 G > A

Have you seen this variant? 
It came up in my patient 
and we don't know if this is 
a common SNP or worth 
following up.

Here: The variant has 
been found in few 
resources, and those 
are from disease 
specific collections.

A Beacon network federates 
genome variant queries 
across databases that 

support the Beacon API



Figure 2: Global federated network for genomic information discovery and sharing. 
 

 

Beacon Project in 2016
An open web service that tests the willingness of international sites to share genetic data.

	 35+	 	  90+		 200+          100K+
         Organizations       Beacons         Datasets             Individuals



2014

2015

2016

2017

2018

2019

2020

2021

2022

Beacon v1 Development Beacon v2 Development Related ...

GA4GH founding event; Jim Ostell proposes Beacon concept including "more features ... version 2"

• Beacon hackathon Stockholm; settling on "filters"

• Barcelona goes Zurich developers meeting

• Beacon API v2 Kick off 

• adopting "handover" concept

• Beacon v0.3 release

• work on queries for structural variants (brackets for fuzzy 

start and end parameters...)

• Beacon v0.4 release in January; feature release for 
GA4GH approval process


• GA4GH Beacon v1 approved at Oct plenary
• new Beacon website (March)

• further changes esp. in default model, aligning with 
Phenopackets and VRS


• unified beacon-v2 code & docs repository

• Beacon v2 approved at Apr GA4GH Connect

• docs.genomebeacons.org

• framework + models concept implemented

• range and bracket queries, variant length parameters

• starting of GA4GH review process

• Beacon publication at Nature 
Biotechnology

• "Scouts" teams working on different aspects - filters, 
genomic variants, compliance ...


• discussions w/ clinical stakeholders

• ELIXIR Beacon Network

• Beacon+ concept implemented on progenetix.org

• concepts from GA4GH Metadata (ontologies…)

• entity-scoped query parameters ("individual.age")

• GA4GH re-structuring 
(workstreams...)


• Beacon part of Discovery WS
• Beacon+ demos "handover" concept

• ELIXIR starts Beacon project support• beacon-network.org aggregator created by DNAstack

• OpenAPI implementation

• integrating CNV parameters (e.g. "startMin, statMax")

• Phenopackets v2 approved



Beacon v2

IndividualsBiosamples

Runs

Analyses

Genomic Variations

Datasets

Cohorts

Beacon 
Framework 
(protocol)

Beacon Model

docs.genomebeacons.org 

http://docs.genomebeacons.org
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Can you provide data 
about focal deletions in 

CDKN2A in Glioblastomas 
from juvenile patients with 

unrestricted access?

The Beacon API v2 
represents a simple but 

powerful genomics 
API for federated data 
discovery and retrieval 

Beacon v2 API



Beacon Default v2 Model
• The Beacon framework describes the overall structure of 

the API requests, responses, parameters, the common 
components, etc.


• Beacon models describe the set of concepts included in a 
Beacon, like individual or biosample, and also the 
relationships between them.


• Besides logical concepts, the Beacon models represent the 
schemas for data delivery in “record” granularity


• Beacon explicitly allows the use of other models besides its 
version specific default.


• Adherence to a shared model empowers federation 


• Use of the framework w/ different models extends adoption



Range ("anything goes") Request

• defined through the use of 1 start, 1 end 
• any variant... but can be limited by type etc.

Variation Queries



Bracket ("CNV") Query

• defined through the use of 2 start, 2 end 
• any contiguous variant...

Variation Queries



Example: Use of hierarchical classification 
systems (here NCIt neoplasm core)

• Beacon v2 relies heavily on "filters"

• ontology term / CURIE

• alphanumeric

• custom


• Beacon v2 "filters" assumes inclusion of 
child terms when using hierarchical 
classifications

➡ implicit OR with otherwise assumed AND 

• implementation of hierarchical annotations 
overcomes some limitations of "fuzzy" 
disease annotations

Beacon v2 Filters Beacon+ specific: Multiple term selection with OR logic

progenet x



Implementing Beacon v2
... its just code ¯\_(ツ)_/¯ 



bycon for  GA4GH Beacon
Implementation driven development of a GA4GH standard

progenet x



Implementation driven standards development

• Progenetix' Beacon+ has served as 
implementation driver since 2016


• the bycon package is used to prototype 
advanced Beacon features such as


➡ structural variant queries 

➡ data handovers 

➡ Phenopackets integration 

➡ variant co-occurrences 

➡ ...

bycon Beacon

Be
ac

on
 p

ro
to

co
l r

es
po

ns
e 

ve
rif

ie
r a

t t
im

e 
of

 G
A4

G
H

 a
pp

ro
va

l S
pr

in
g 

20
22



bycon based Progenetix Stack

variants analyses biosamples individuals collations geolocs genespans publications qBuffer

• collations contain pre-computed data (e.g. 
CNV frequencies, statistics) and information 
for all grouping entity instances and 
correspond to filter values

‣ PMID:10027410, NCIT:C3222, pgx:cohort-

TCGA, pgx:icdom-94703…


• querybuffer stores id values of all entities 
matched by a query and provides the 
corresponding access handle for handover 
generation 

• JavaScript front-end is populated for query 
results using asynchronous access to multiple 
handover objects

‣ biosamples and variants tables, CNV histogram, 

UCSC .bed loader, .pgxseg variant downloads…


• the complete middleware / CGI stack is 
provided through the bycon package

‣ schemas, query stack, data transformation (e.g. 

Phenopackets generation)…


• data collections mostly correspond to the 
main Beacon default model entities

‣ no separate runs collection; integrated w/ 

analyses


‣ variants are stored per observation instance

progenet x

Entity collections Utility collections



Beacon v2 Conformity and Extensions in bycon
Putting the + into Beacon ...

• support & use of standard Beacon v2 PUT & GET variant queries, filters and meta parameters 
➡variant parameters, geneId, lengths, EFO & VCF CNV types, pagination 

➡widespread, self-scoping filter use for bio-, technical- and and id parameters with switch for descending 
terms use (globally or per term if using POST) 

• extensive use of handovers 
➡asynchronous delivery of e.g. variant and sample data, data plots 

• + optional use of OR logic for filter combinations (global) 

• + extension of query parameters 
➡geographic queries incl. $geonear and use of GeoJSON in schemas 

• ╮(╯▽╰)╭ no implementation of authentication on this open dataset progenet x

bycon provides a number of 
additional services and output 

formats which are initiated over the /
services path or provided as request 
parameters and are not considered 

Beacon extensions (though they 
follow the syntax where possible).



bycon.progenetix.org 
github.com/progenetix/bycon/

bycon.progenetix.org 
github.com/progenetix/bycon/

beaconplus.progenetix.org 
.../progenetix/beaconplus-web/



GitHub: https://github.com/progenetix/pgxRpi Bioconductor 

An interface API for analyzing Progenetix CNV data in R using the Beacon+ API
pgxRpi



Beacon Security
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A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



Genome Beacons 
Compromise 
Security? 
Querying for thousands of 
specific SNV occurrences in a 
genomic data pool can identify 
individuals in an anonymized 
genomic data collection



GENOMIC PRIVACY

IDENTIFICATION OF INDIVIDUALS FROM MIXED COLLECTIONS USING RARE ALLELES

▸ rare allelic variants can be used to identify an individual (or her relatives) in a genome 
collection without having access to individual datasets 

▸ however, such an approach requires previous knowledge about the individual's SNPs



• Scoping queries through "biodata" parameters

• Extending the queries towards clinically ubiquitous variant formats

‣ cytogenetic annotations, named variants, variant effects 

• Beacon queries as entry for data delivery 

‣ Beacon v2 permissive to respond with variety of data types 

- Phenopackets, biosample data, cohort information ... 

‣ handover to stream and download using htsget, VCF, EHRs 
• Interacting with EHR standards

‣ FHIR translations for queries and handover ... 

• Beacons as part of local, secure environments

• Authentication to enable non-aggregate, patient derived datasets

‣ ELIXIR AAI with compatibility to other providers (OAuth...)

Making Beacons Biomedical - Beacon v2

Definitely breaks the 
"Relative Security 

by Design" 
Concept!



Beacon Security
Security by Design ... if Implemented in 
the Environment

• the beacon API specification does not implement explicit security (e.g. checking 
user authentication and authorization) 

• the framework implements different levels of response granularity which can be 
mapped to authorization levels (boolean / count / record level responses) 

• implementations can have beacons running in secure environments with a 
gatekeeper service  managing authentication and autorization levels, and 
potentially can filter responses for escalated levels 

• the backend can implement additional access reduction, on a user <-> dataset 
level if needed



Architecture
Running the bycon stack in a secure environment

Trust 
boundary

Trust 
boundary

Beacon API

Role permissions 

(none) 
anonymous 
authenticated 
authorized

GatewayWeb App

CLI

User Authz 
Server

Users & 
Roles

https://apiserver/beacon-endpoint&role=role

Access token

Access token

OAuth  
Resource 
Server

OAuth  
Authorization 
Server

OAuth  
Clients

Authz  code flow

Password MFA flow
MFA

Scientific IT Services | Matthew Baker



Scientific IT Services | Matthew Baker

• The Beacon API implementation stack (e.g. bycon) is authentication procedure agnostic; i.e. it just 
accepts that a user has been authenticated and passed the general authorization gatekeeping 

• The Beacon API server and the Gateway reside in a single VM, with only the Gateway’s port exposed 
(with TLS).  Beacon’s port is not exposed by the VM and can only be reached through the Gateway 

• The Authentication Server can run on the same or separate VM; needs a database with user 
accounts. 

• The Web Client can be in the same VM or a separate one.   

• Separate Gateways (e.g. university firewall vs. public) can be configured to modify different roles, e.g. 
the public gateway may turn registered roles into anonymous, regardless of whether the user has 
registered status 

• Users can write their own clients (web / command line) which are registered with the Authorization 
Server and are issued with a Client ID and Client Secret to use against the Authorization Server.

Architecture
Running the bycon stack in a secure environment



What Can You Do?
• implement procedures and standards 

supporting data discovery (FAIR 
principles) and federation 
approaches using Beacon


• promote forward looking consent and 
data protection models (ORD 
principle "as secure as necessary, as 
open as possible")


• support and/or get involved with 
international data standards efforts 
and projects


➡ Collaborate!
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"Internet of Genomics"
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• implement procedures and standards 
supporting data discovery (FAIR 
principles) and federation 
approaches using Beacon


• promote forward looking consent and 
data protection models (ORD 
principle "as secure as necessary, as 
open as possible")


• support and/or get involved with 
international data standards efforts 
and projects


➡ Collaborate!
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